Abstract. The problem of constructing elliptic curves suitable for pairing applications has received a lot of attention. To solve this, we propose a variant algorithm of a known method by Brezing and Weng. We produce new families of parameters using our algorithm for pairing-friendly elliptic curves of embedding degree 8, and we actually compute some explicit curves as numerical examples.
Introduction
Researches on pairing-based cryptographic schemes have received interest over the past few years. Recently many new and novel protocols have been proposed as in [13, 4, 5, 10] . A randomly chosen elliptic curve, however, rarely has a subgroup of large prime order, therefore construction of "pairing-friendly" elliptic curves is one of the important problems for cryptography [2] .
Let E be an elliptic curve defined over a finite field IF q , and r be the largest prime dividing #E(IF q ) = q + 1 − t, the order of the group of IF q -rational points of E with the Frobenius trace t. We define the embedding degree by the smallest positive integer k such that r divides q k − 1. The parameters required to determine pairing-friendly elliptic curves are t, r, q, k and the CM discriminant D for the CM method introduced in [1] to construct elliptic curves.
In this paper, we study the problem of computing suitable parameters t, r, q from given parameters k, D. We employ the method proposed in [7, 6] which generates a family of pairing-friendly curves by considering t, r, q as polynomial t(x), r(x), q(x) of a new parameter x. We restrict the embedding degree to k = 8 and the CM discriminant to D = 1. The key point is how to choose a good r(x). Instead of taking r(x) to be the ℓth cyclotomic polynomial Φ ℓ (x) with a multiple ℓ of k, we modified the original method by starting from a finite subset of the k-th cyclotomic field Q(ζ k ) with a primitive kth root ζ k of unity so that r(x) can be systematically computable. As a result, we came up with new families of pairing-friendly curves which are given explicitly in Table 1 and Theorem 5 of Section 3. We also give, for the first time in this case so far as we know, explicit numerical results as in Examples 1-3. This paper is organized as follows. Section 2 gives a brief mathematical definition of curves suitable for pairing-based cryptography and the method of construction we used to generate our curves. In Section 3 we give our algorithm to construct curves. Section 4 gives numerical examples of curves that we generate using our parameters. Finally, we will discuss the conclusions that we will draw from our approach in Section 5.
Our framework of pairing-friendly curves
A survey on the construction of pairing-friendly elliptic curves is given by Freeman et al. [7] . We introduce several essential definitions from that paper to explain our algorithm. We will use the same notation there without notice. Let lg mean the base 2 logarithm in the following.
Families of curves for pairing
At first, we give the definition of pairing-friendly elliptic curves used in cryptography.
Definition 1 ([7, Definition 2.3])
. Suppose E is an elliptic curve defined over IF q . We say that E is pairing-friendly if E satisfies the following conditions:
(1) there is a prime r ≥ √ q such that r | #E(IF q ). (2) the embedding degree of E with respect to r is less than (lg r)/8.
For cryptographic applications of pairings, basically we desire enough security depending on the elliptic curve discrete logarithm problem (ECDLP). In fact, by this definition, suitable sizes of r, q k seem to avoid any known attack for the ECDLP today [7] .
Next, we explain how to construct pairing-friendly curves. The parameter q has to be a prime power. If a family of pairing-friendly curves represented by t(x), r(x) and q(x) is given, we anticipate that q(x) is a prime power for infinitely many x. Freeman et al. gave a definition with a familiar conjecture as follows [7, Section 2] . Definition 2. Let f (x) be a polynomial with rational coefficients. We say f represents primes if the following conditions are satisfied.
(1) f (x) is non-constant and irreducible. (2) f (x) has positive leading coefficient.
We use this definition to define families of pairing-friendly curves.
Definition 3 ([7, Definition 2.6]). For a given positive integer k and positive square-free integer D, the triple (t, r, q) represents a family of elliptic curves with embedding degree k and discriminant D if the following conditions are satisfied:
) has infinitely many integer solutions (x, y).
For a family (t(x), r(x), q(x)), if the CM equation in (5) has a suitable set of integer solutions (x 0 , y 0 ) with both of p(x 0 ) andr(x 0 ) are primes, then we are able to construct curves E over IF q(x0) where E(IF q(x0) ) has a subgroup of order r(x 0 ) and embedding degree k with respect tor(x 0 ) by using the CM method in [1] .
We therefore define a parameter ρ that represent how close to the ideal curve that is #E(IF q ) is prime as follows.
Definition 4 ([7, Definition 2.7]).
(1) Let E/IF q be an elliptic curve, and suppose E has a subgroup of order r.
The ρ-value of E (with respect to r) is
, and suppose (t, r, q) represents a family of elliptic curves with embedding degree k. The ρ-value of the family represented by (t, r, q) is
By Definition 1, a pairing-friendly curve E has ρ(E) ≤ 2. The smaller the ρ-value, the faster the computation of points on elliptic curve (See [7, Section 1.1]). On the other hand, the Hasse bound implies that ρ(t, r, q) is always at least 1. Finding parameters efficiently with the same bit size of r and q, hence ρ(E) is close to 1, is one of the important problems for cryptography.
Original method
In this section, we briefly explain the construction of curves satisfying the condition of Definition 3 proposed by Brezing and Weng [6] [7, Section 6.1].
Theorem 1. Fix a positive integer k and a positive square-free integer D. Execute the following steps:
Step 1. Choose a number field K containing a primitive kth root of unity ζ k and
Step 4. Let y(x) ∈ Q[x] be a polynomial mapping to
If both of r(x) and q(x) represent primes, then the triple (t, r, q) represents a family of curves with embedding degree k and CM discriminant D.
The ρ-value for this family is
For more details, refer to [7, Section 6.1]. To find a family of pairing-friendly elliptic curves efficiently, we have to choose a good r(x) satisfying ζ k , √ −D ∈ K. The idea by Brezing, Weng and also Freeman et al. is as follows. Choose an integer multiple ℓ of k so that
. They further give some sporadic families [7, Section 6.2]. Our idea given explicitly below is to construct such sporadic curves systematically.
Proposed algorithm

Factorization of cyclotomic polynomial
When we use the original method to construct families, the problem is how to choose polynomials at Step 2 and 3 in Theorem 1. If Φ k (u(x)) has a factorization over Q for some u(x) ∈ Q[x], we let r(x) be one of the irreducible factors. Set K = Q[x]/(r(x)) and we will get u(x) → ζ k . But these factorizations are rare, so this technique to construct families is called "Sporadic" families by Freeman [7, §6.2] .
One of the technique to find such u(x) was discussed in Galbraith, Mckee and Valença by proving an important lemma below [8, Lemma 1] . Baretto and Naehrig [3] found a family of embedding degree 12 and u(x) is a quadratic polynomial with ρ(t, r, q) = 1 using this lemma. It was restricted to quadratic polynomials u(x). In fact, it is effective for general case as is easily seem from the proof there:
and ϕ be Euler function. Then, the polynomial Φ k (u(x)) has an irreducible factor of degree ϕ(k) if and only if the equation
has a solution in Q(ζ k ).
We rediscover families of elliptic curves by Freeman [7, Example 6 .18] using Lemma 1 and we try to construct new families of curves. We propose an algorithm for the construction of a family of curves using Lemma 1 and Theorem 1. The algorithm is as follows.
Algorithm 2.
Input Positive integers D, k such that √ −D ∈ Q(ζ k ) and a finite subset S ⊂ Q(ζ k ). Output Families of elliptic curves with parameters t(x), r(x), q(x).
Step
x).
Step 5. For each triple r(x), t(x), q(x) at Step 4, check whether q(x), r(x) represent primes. If q(x), r(x) represent primes, output a family t(x), r(x), q(x).
Algorithm refinement with method of indeterminate coefficients
Let deg u(x) = 3 as the case deg u(x) ≤ 2 is studied in [8] . Set the embedding degree to k = 8. In
Step 1 of Algorithm 2, we employ the method of indeterminate coefficients to compute u(x). This technique is also applicable for general k. Write any rational cubic polynomial u(x) with coefficients u 0 , u 1 , u 2 , u 3 as follows:
We represent a given value ω ∈ Q(ζ 8 ) as follows:
To avoid operation in Q(ζ 8 ), we replace ζ 8 to x to get the following polynomial.
Next we look at polynomial u(ω(x)). The equation (1) is equivalent to u(ω(x)) ≡ x (mod Φ 8 (x)). We take
be the simplified polynomial of degree not exceeding three with coefficients expressed in terms of u i , a i . The equation (1) is transformed to the polynomial equation
We can easily show that the coefficients of the left hand side of the equation are all represented as linear combinations of u i . More precisely, it is reduced to solve the following system of linear equations to obtain u 0 , u 1 , u 2 , u 3 .
where
Let d and n i be as follows: 
If d is nonzero, then we can solve the system (5). The solution is
We now have a concrete solution for k = 8 with deg u(x) = 3. Although this method of indeterminate coefficients can be used for any embedding degree k, it is not sure wheter the obtained solution is as simple as the ones we discussed. We present the following theorem as a resut of the solutions we computed.
Theorem 3. For ω ∈ Q(ζ 8 ) given by (3), let d, n i be as in (6) . Then, if and only if both d and n 3 are nonzero, the equation (1) has a solution x = ω for a cubic polynomial u(x) ∈ Q[x], which is uniquely determined by (7) and (2) . For this u(x), at least one irreducible quartic polynomial is a factor of Φ 8 (u(x)).
For a cubic polynomial u(x) given by Theorem 3, we take an irreducible quartic factor r(x) from the factorization of Φ 8 (u(x)). If we let t(x) ≡ u(x) 2n+1 + 1 (mod r(x)) (0 ≤ n ≤ 3), then Step 3 of Algorithm 2 are finished. We continue the computation under the assumption that k = 8 and √ −D ∈ Q(ζ k ). We can choose the CM discriminant D = 1. Then we take s(x) = (t(x) − 1) 2 → √ −1 and execute Steps 4, 5 in Algorithm 2 to get a family of curves.
We now state the refinement of Algorithm 2 with restricted to our special case:
Input A finite subset S ⊂ Q(ζ 8 ). Output Families of elliptic curves with parameters t(x), r(x), q(x).
Step 1. For each ω ∈ S, compute d, n i by the equation (6), and let S ′ = {ω ∈ S | d = 0, n 3 = 0}. If S ′ is an empty set, then the algorithm fails.
Step 2. For each ω ∈ S ′ , compute u(x) by the equations (7) and (2).
Step 3. For each u(x) of Step 2, compute all irreducible factors r(x) of the polynomial Φ 8 (u(x)).
Step 4. For each pair u(x), r(x) of Step 3, compute all polynomials t(x) ∈ Q [x] such that deg t(x) < deg r(x) and t(x) ≡ u(x) m + 1 (mod r(x)) for all m = 1, 3, 5, 7.
Step 5. Compute y(x) ≡ (2−t(x))(t(x)−1)
Step 7. For each triple r(x), t(x), q(x) at Step 6, check whether q(x), r(x) represent primes. If q(x), r(x) represent primes, output a family t(x), r(x), q(x). Table 1 . Sporadic families generate from cubic u(x) with embedding degree 8 In Table 1 We give a result of computations of the polynomial u(x) by MAGMA [11] using Algorithm 4. The heading lc (u) denotes the leading coefficient of u(x). We choose the input S = {ω ∈ Q(ζ 8 
Examples
In the actual computation to make polynomial coefficients small, we further transform u(x) obtained by Step 2 of Algorithm 4 to u(ax
with suitable a, b ∈ Q, a = 0. After computation by MAGMA, we tried to construct families for lg lc (u) < 10. We explain the symbols in Table 1 . For the column deg q(x), the symbol ( †) denotes that q(x) does not represent primes for all pair t(x), r(x). For rows, the bold notation means that there exists a family of curves such that both q(x) and r(x) are primes for many integers x.
We discovered many pairing-friendly families of curves with ρ = 3/2 and also rediscovered a family which has lc (u) = 9 by Freeman et al. [7, Example 6.18] . It is interesting to note that for lc (u) = 2, 82, 626, 738, both q(x) and r(x) are primes for (infinitely) many integers x. We describe the case where lc (u) = 82 in detail as follows. 
Proof. The former half is already proved by Algorithm 4, so we only need to prove the latter half. We may verify both q(x 0 ) and r(x 0 ) are primes with some integer x 0 . We take x 0 = 104, then we get q(x 0 ) = 490506332802458249 and r(x 0 ) = 9714910817. Both of these are primes, so we can generate pairingfriendly curves by them. ⊓ ⊔ From a family of curves, we can actually construct pairing-friendly curves. Find an integer x such that q(x) is a prime and check whether r(x) is a prime. To find such an integer x, we can reduce the number of the candidate by the chinese remainder theorem.
Lemma 2.
If an integer q(x) in Theorem 5 is a prime, then x ≡ 14, 24 (mod 30).
Proof. We can easily check that all q(x) is even if x is odd. We see that
So q(x) ≡ 0 (mod 5) if x ≡ 4 (mod 5). In the same way we see that
So q(x) ≡ 0 (mod 5) if x ≡ 1 (mod 3). Then by the Chinese remainder theorem, q(x) has no prime factor 2, 3 and 5 only if x ≡ 14, 24 (mod 30). ⊓ ⊔
Examples of pairing-friendly curves
By Theorem 5, we can generate pairing-friendly curves using [12, Theorems 3, 4] . The elliptic curve E/IF q with the CM discriminant D = 1 is represented as
where a is parameter. Since t is always divided by 4 from the form of t(x) in Theorem 5, we can easily compute a by the method described in [12] . Using this, we give some numerical examples. Then lg r ≈ 230.4, lg q ≈ 354.5 and ρ(E) ≈ 1.54. For the Ate pairing [9] , it is important that t has a low hamming weight for computation. We tried to find a curve with r between 224 bit and 256 bit, we found that r has a Hamming weight 72 and t has a Hamming weight 45 in this example.
Conclusion
We proposed a new algorithm for systematically constructing families of elliptic curves with given embedding degree and the CM discriminant. It was shown to be efficient by producing actual families of curves and explicit numerical examples for the case of embedding degree 8. The key point is employing the method of indeterminate coefficients to choose polynomials. Obviously our method of indeterminate coefficients are also applicable to the general case.
